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1. Background: cyber criminals

3



Technology evolution

Mobility
Accessibility

Real-time
Globalization
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Definitions

Cyberspace
• Intangible environment, supported by Information

and Communication Technologies managed by
different jurisdictions, in which individuals,
corporations and governments exchange
information, with a global scope.
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Cybersecurity
• Set of governance, technological, physical and

administrative controls whose purpose is to protect
the information in Cyberspace.
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• October 2018. Security researchers link the malware used to attack a petrochemical plant in Saudi Arabia to a 
research institute run by the Russian government.

• October 2018. The Security Service of Ukraine announced that a Russian group had carried out an attempted 
hack on the information and telecommunication systems of Ukrainian government groups.

• September 2018. The U.S. Department of Justice announces the indictment and extradition of a Russian hacker 
accused of participating in the hack of JP Morgan Chase in 2014, leading to the theft of data from over 80 
million customers.

• July 2018. Researchers report that a hacking group linked to Iran has been active since early 2017 targeting 
energy, government, finance, and telecommunications entities in the Middle East.

• July 2018. Russian hackers were found to have targeted the Italian navy with malware designed to insert a 
backdoor into infected networks.

• June 2018. Ukraine police claim that Russian hackers have been systematically targeting Ukrainian banks, energy 
companies, and other organizations to establish backdoors in preparation for a wide-scale strike against the 
country.
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Cyberattacks evolution

https://www.csis.org/programs/cybersecurity-and-governance/technology-policy-program/other-projects-cybersecurity

https://www.csis.org/programs/cybersecurity-and-governance/technology-policy-program/other-projects-cybersecurity


2. Lessons
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Lessons

• We are all exposed. FMIs are an ideal target for cyber
criminals.

• Financial organizations have similar IT architectures
and procedures. A cyberattack addressed to one CSD,
it is likely to work in another CSD as well. It is easy
and cheap to adjust a cyberattack.

• Cybersecurity should be a business concern; not just
a technological issue. Besides IT tools, we need to
have procedures and multidisciplinary teams to
protect and react.

• The cybersecurity strategy should aim to protect
depositors´ trust. The main goal should not be to
comply with principles or regulations, but to keep the
trust on the financial ecosystem.
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3. Change in paradigm
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Change in paradigm

All the above, plus:
• Governance (ie organization, 

risk management, 
multidisciplinary groups)

• Policies
• Procedures for incident

prevention, detection, 
response and remediation.

• Security awareness and 
training.

• Collaboration.

Cybersecurity
Threats

Information Systems Security

Network Security

Information security
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Change in paradigm

• We need to go beyond the borders of our 
institution, and consider the entire ecosystem

• Including third-party providers and end-users 

• Cybersecurity should be a concern for the 
entire organization. 

• FMIs´ information security baseline must be 
higher than those of other participants. 

• FMIs must be the strongest link in the chain.

• It is required to take actions NOW. Threats DO 
materialize
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International Actions

"Guidance on cyber resilience for financial market infrastructures" (BIS 2016)

• Purpose. ... to provide guidance for FMIs to enhance their cyber resilience. Specifically, this 
document provides supplemental guidance to the CPMI-IOSCO Principles for Financial Market 
Infrastructures (PFMI), primarily in the context of governance (Principle 2), the framework for the 
comprehensive management of risks (Principle 3), settlement finality (Principle 8), operational risk
(Principle 17) and FMI links (Principle 20). 

This guidance is not intended to impose additional standards on FMIs beyond those set out in the 
PFMI, but instead provides supplemental detail related to the preparations and measures that FMIs 
should undertake to enhance their cyber resilience capabilities with the objective of limiting the 
escalating risks that cyber threats pose to financial stability. 
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https://www.bis.org/cpmi/publ/d146.pdf

https://www.bis.org/cpmi/publ/d146.pdf
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International Actions

https://www.ecb.europa.eu/paym/initiatives/cyber-resilience/fmi/html/index.en.html

https://www.ecb.europa.eu/paym/initiatives/cyber-resilience/fmi/html/index.en.html
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Principles for FMIs



4. Pillars of Mexican regulation
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Pillars of Mexican regulation

Information Security 
Controls

Corporate Governance Cybersecurity Response 
Groups
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Information Security Controls

• Set up and improve basic security controls in all information systems and
infrastructure. Cyber hygiene.

• Implement practices and processes to protect the information, not the
systems. Monitor transactions.

• Protect personal data, as well as securities and cash records.

• NIST SP 800-53, ISO 27001

• Financial Regulations: Banxico (SPEI, 2017-2018); CNBV (CUB, 2018)

Network 
security

Information
systems security
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Pillars of Mexican regulation

Information Security 
Controls

Corporate Governance Cybersecurity Response 
Groups
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Corporate Governance

CISO

¿…..?

Chief Information Security Officer:

• Responsible for the institutional strategy 
and protection

• Executive officer with influence 
throughout the organization

• Balance between operation and security 
controls
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Pillars of Mexican regulation

Information Security 
Controls

Corporate Governance Cybersecurity Response 
Groups
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Financial sector agreements
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Financial Authorities´ GRI

Financial Authorities´ Incident 
Response Group (GRI) 
• Alerts
• Incident communication
• Response coordination
• Recommendations to protect 

and contain
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5. Final remarks
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Final remarks

• Cybersecurity is not just an IT
issue. It should be everyone´s
concern within the organization.

• We need a new paradigm that
puts information in the center:
information security

• The protection strategy should
not be constructed just to
comply with standards and
regulation.

• FMIs cannot afford being the
example of a successful
cyberattack. The economy and
stability of the country would be
in jeopardy.
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Final remarks

• FMIs are the pillars of the financial system, its
services must be strong and resilient to
cyberattacks.

• A hit on a CSD is a hit on the heart of the
financial ecosystem. Cybersecurity should not be
seen as a regulatory issue.

• Cybersecurity for FMIs is not optional. It should 
be on the top of the CSD´s priorities keeping the 
ecosystem safe!
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asantos@banxico.org.mx
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